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1 Introduction 

1.1 Purpose of the Document 

The Description of Action (DoA) [2] describes deliverable 2.4 in the following way: “Α pan-European and 
multi-disciplinary knowledge hub , incorporating participants from LEAs, academia, the private sector and 
any interested stakeholder.”Consequently, the main objective of this document is to provide guidance for 
the formation and implementation of the so-called Knowledge Hub (KH) of the Anti-FinTer project and to 
define the roles of the users in a clear and discrete way. The actual deliverable is, the implementation of a 
specific platform to form as the hub means, a centre for the exchange of knowledge of a  network.   
 
The establishment of a KH will actively collect, share and exchange knowledge among Member states, which 
are crucial for achieving efficient and in-depth communication of all involved stakeholders in the field and 
the achievement of reliable outcomes [1]. Anti-FinTer’s activities will be based regarding the KH creation on 
the network of contacts and long-term expertise of the consortium partners.  
Activites are based on two major factors: 
 a) Involvement and alignment of all project activities with the  EACTDA association on anti-cybercrime 
technology development, and  
b) Alignment with the United Nations goFintel project that targets at its core the combating of terrorism 
financing activities and incorporates a very large global network of interested LEAs, authorities and 
stakeholders.  
 

1.2 Scope and Intended Audience 

The main goal of KH is to encourage the knowledge sharing and exchange activities amongthe member states. 
The audience of Anti-FinTer can be categorized in four groups.  

1) LEA stakeholders 
2) Stakeholders of the projects 
3) European stakeholders that will have access to the training materials 
4) World-wide users 

In the long term, project’s outcomes and results will serve as a model of co-creation and operational 
cooperation among EU Member States in the fight against terrorist financing. The Project results and 
outcomes will be shared to all EU MSs, and EU institutions (Europol, CEPOL, FRONTEX) via the planned online 
platforms (e-learning platform, exercise hackathon environment, Toolkit, and Knowledge Hub.  
 

1.3 Structure of the Document 

This document includes the following sections: 
• Section 1 introduces and presents Anti-FinTer the purpose and audience of the project. 
• Section 2 presents roles and responsibilities of the Anti-FinTer KH. 
• Section 3 presents and describes the decision of KH implementation tool. 
• Section 4 provides the conclusion and lessons learnt. 
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1.4 Relation with other Deliverables 

This deliverable is closely linked to other deliverables in the same Work Packege (WP) as well as with other 
WP across the project.  
Concerning that the specific deliverable has to do with the concentration of all the relevant knowledge 
gathered throughout the project’s lifetime, it is essentially connected to WP4 (Training Curricula and 
Exercises). 
Deliverable is also especially linked to D2.5 Knowledge base where EACTDA is responsible fot the long-term 
sustainability of the generated results well after the lifetime of the project.  
The deliverable is strong related to WP5 and D5.4 Anti-FinTer web site and report [3] as the KH is being 
implemented and integrated with the already existing website of the project.  
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2 Members and Permissions 

2.1 End Users and Roles 

End users: persons that use KH and who belong to the active communities. Their roles should be discrete 
and their permissions will be described later. The profile of each role is depicted below: 

• Administrator 
• Content managers 
• Experts and members of industry (hundreds) 

2.1.1 Permissions of Members 

In the table below, the permissions and the description of each role that can be assigned to end users is 
presented.  
 
Table 1: Members and Permissions 

 

Role 

READ/ 

VIEW 

CONTENT 

ADD/ 

DELETE 

CONTENT 

 

CREATE 

TOPIC 

 

ADD/DELETE 

USERS 
Description 

Administrator  

 

 

 

 

 

 

 

Administrator has the role of the overall 
maintenace of Anti-FinTer website, including 
the KH part. Adminstrator is responsible to 
revise, update and fix anything that may 
occur. Administrator is also the “help desk” 
for the managers. 

Content managers  

 

 

 

 

 
🔒🔒 Managers are responsible for uploading, 

updating their respective topics. Managers 
can edit, delete and view everything that is 
uploaded.  

Experts and 
members of industry 

 

 
🔒🔒 🔒🔒 🔒🔒 Experts and members of industry can 

only view the gathered data. 
 

2.1.2 Administrator  

The platform administrator is defined by default via the system and is the person that have full access of the 
website and Knowledge Hub. An administrator has the option, if needed, to appoint other administrators. 
IANUS is responsible for  the adminsitration of  the Anti-FinTer Website and KH as well as leader in WP5. The 
abovementioned administrator for both the website and KH has been accepted from all the consortium 
partners.  

2.1.3 Content Managers 

Each topic will have its own content manager. The manager will periodically update the KH with all the 
gathered information and frequently inform the relevant audience.  
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2.1.4 Experts and members of industry 

Anti-FinTer communities can be categorized as following 
• Law Enforcement as part of validating their expertise. 
• Decision Makers of EU LEAs 
• LEA’s IT Personnel: In general, they are persons with deep knowledge in their field of work and their 
contribution is vital for the quality of the knowledge repository. 
 

a) Officers and members Interested in revealing online cross-border financing activities of terrorism 
o Dark Web  
o Crypto-assets 
o New Payment Systems 
o Darknet Marketplaces  

b) Law enforcement Students, as part of their education training, so to keep them up-to-date with current 
practices, and achieve academic development through interaction with colleagues from other countries 
 
 
The structure of the knowledge hub is presented in the figure below: 

 
Figure 1: Anti-FinTer KH structure 

 
As already mentioned, Administrator has the upper role. Administrator among discussion with the 
consortium can decide and grant access to the knowledge hub to Content Managers. Content Managers are 
responsible for the content of the knowledge base and end-users can access all the domains/topics and their 
enlisted info. As the project progresses the topics mentioned above will be redefined to match the goals of 
the project. 
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2.2 Terms and Conditions 

Enlisted below a list of terms and conditions of Anti-FinTer KH membership: 
• The membership is not transferable. 
• Anti-FinTer KH membership is free of any charge. 
 
A member’s subscription to Anti-FinTer’s platform will be handled, as described below.   
Content Manangers and any new content manager will receive registration e-mails with instructions on how 
to activate his or her account on Anti-FinTer KH and a registration form (ANNEX III) and will be able to add 
content directly to the Platform, by uploading files in the respected repository. 
 
End Users (experts and members of industry) will have access to clustered knowledge under several domains. 
End-users can access the knowledge base if they have the link to KH. Registration is not required.  
 

2.2.1 Beginning of participating in Anti-FinTer KH 

Participation to the Anti-FinTer KH will be organised according to individual’s field and interests. Firstly, a 
Content Manager is put in one or more domains by the Adminsitrator, depending on the field of work and or 
expertise that they have. Content Managers will be allowed to add other interests at any time. In order to do 
so, Content Managers will be able to request the addition of a new Content Manager from the Adminsitrator 
and this will be done on an invitation-only base. 

2.2.2 2.4.4 Ending of membership in Anti-FinTer KH 

The following conditions will be applied in the case of withdrawal or termination of Anti-FinTer KH 
membership: 
Withdrawal: The Administrator will be able to withdraw the membership of a Content Member that has 
violated the terms of use or rules of the KH. The member who may violate the terms of use will receive one 
message contending a warning. After receiving a notice of violation, if the Content Manager perpetrates 
another violation the member will be removed from KH. Also, if a content manager has not given any 
contribution even after a request from administrator in duration of one month, its membership will be 
terminated. The same applies to the case that an account will be inactive for three or more months. The 
above measures target to the continuous contribution / feedback and to the appropriate use of Anti-FinTer 
KH. 
Termination: a Content Manager will be able to – at any time – request its removal without further 
requirements. An email for termination should be send to the administrator and the account will be deleted 
from the KH. 

2.2.3 Registration Form 

The registration form of a Content Manager can be found at ANNEX I. The table with a list of fields that a 
content manager is requested to fill and forward it to the administrator is presented.  

2.2.4 Terms of use – Privacy Policy 

Terms of use of Anti-FinTer’s KH among website can fe found at ANNEX II. The rules, specifications, and 
requirements for the use of the KH and website that serve as a contract between the KH and the users are 
further described.  
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3 BetterDocs choice as Knowledge Base 

Deliverable 2.4 thoroughly describes the functional and technical requirements for the Anti-FinTer KH. 
Consequently, the final decision on which platform will be used as KB, was made after considering the 
requirements. Anti-FinTer’s website was developed using Wordpres, in a responsive design mode. 
 
The basic idea behind the  decision of the tool was to keep project’s knowledge hub in the same Content 
Management System (CMS), so will be no need to train staff in multiple systems or worry about any required 
integrations. Wordpress offers a seemingly infinite number of plugins for different purposes. Using an open-
source software, it allows you to extend its functionality at will and has a strong supporting community. 
Team decided that using a plugin  fulfils the most of those criteria and it was chosen as KH during the lifetime 
of the project. BettterDocs is the plugin that the development team of IANUS CONSULTING LTD chose as the 
most effective tool to implement the knolwedge base. Some of BetterDocs main features that concern Anti-
FinTer KH are: 

• Designed ready templates – No  need for coding 
• Responsive, scrollable table of contents that help end-users navigate with ease – User friendly 

environment, experts can find their topic with ease  
• Offers instant chatbot to resolve queries – Can help the visitors that are not familiar with KH with 

any questions 
• Analytics tool regarding traffic, views and click-rates – Keep track on which domains/topics are most 

in interest and what end users are frequently looking for in Anti-FinTer KH 
• Documentations translate – Since the target groups are referred to EU and more, a tool for the 

translation of the documents can expand the awareness on Anti-FinTer work. 
• Restricted KH – Can access control by granting permissions to users based on their specific roles and 

expertise 
• Can be accessed via smartphone, personal computer 

In short, BetterDocs can create and manage the knowledge base documentation of the project effectively, 
increasing productivity and improving user experience. 
 
After discussions with WP2 leader, the following main  categories has been decided to be addressed in KH.  
 
Domains 

• Dark Web 
• Crypto – Assets 
• New Payment Systems 
• Darknet Marketplaces 

Within categories, different topics can be even more categorized and that will be decided within partners 
and WP2 leader. 
The list is not final and can change. The number of domains may increase throughout project’s lifecycle 
depending end-users criteria and knowledge gathered. 
 
User Manual 
The user manuals contain extensive instructions on how Anti-FinTer KH is used. It is designed for both end 
users and content managers. The manuals  can be found in ANNEX III on how to use Anti-FinTer’s KH and in 
[4] how to use the installed plugin. 
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4 Conclusions 

In this document we described how the Anti-FinTer knowledge will be exchanged and gathered under the 
Anti-FinTer KH Platform.  We started our discussion with a brief description of the purpose of this document. 
In sections 2, we described the parties that form the end-users of the platform, their roles and permissions 
as well as their responsibilities. In section 2 was also a reference related to the beginning and ending of 
participation of content managers in the platform. In section 3, the decision of the tool that the KH was 
developed is described among with some screenshots of the current state of the KH. Finally, we need to point 
out that the structure of KH, manual of users and managers as well as the terms of use may change during 
project’s lifetime.  
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ANNEX I – CONTENT MANAGER REGISTRATION FORM 

 
Mark your required membership and fill in the form below to become Anti-FinTer KH content manager 
 

Please send the filled and signed form to: 
………………. 

Table 2 : Registration Form 

Type of applicant 
Government  

LEA  
Academia  
Research  
Industry  

Other  
 
 

 
 
 

 
 

 I don’t want my contact details to be displayed in the restricted area of  Anti-FinTer KH      

Organisation name: __________________________________________________________ 

 

Title: __________ First Name:_______________________ Last Name:__________________ 

 

Legal Address:________________________________________________________________ 

 

E-mail:____________________________ Phone:____________________________________ 

 

 

By signing this form I confirm to have read, understood and agreed to the terms and conditions of the  Anti-
FinTer KH 

 

 

Date:___________________________   Signature:___________________________________ 
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ANNEX II – TERMS OF USE – PRIVACY POLICY  

 
PROTECTION 
 (Version 1.0,  June 2022)  
 
1. Executive Summary 
Anti-FinTer is a project funded by the EU Commission Horizon 2020 (H2020), which aims on improving 
law enforcement capabilities, increase capacity and develop expertise in the area of terrorist financing 
associated with activities in the Dark Web, crypto-assets, new payment systems and darknet 
marketplaces. Involved  partners to maximize its impact and long-term sustainability of the project 
outcomes,  are the EACTDA association, ENLETS, UN-OICT, I-LEAD and related networks. One of 
project’s objectives is the facilitation of knowledge exchange among stakeholders and the 
documentation of best practices, risk analysis and policy recommendations in new investigative 
techniques that include crypto-asset analysis, text and image analysis from surface web, dark web and 
social media channels to identify common actors and correlate terrorist activity with cryptocurrency 
transactions, and artificial intelligence analytics for detecting transaction anomalies.  
The Anti-FinTer KH which is used is based on Betterdocs® plugin of Wordpress . 
The link to access the knowledhe hub can be found here: https://anti-finter.eu/kh/ 
The following rules and conditions apply to Anti-FinTer community membership 
2. Terms of Use - Privacy Policy - Personal Data Protection 
Definitions 
For the purposes of the following Terms of Use and Privacy Policy: 
Terms of use  
The use / visit of this website and / or its services requires the unconditional acceptance of the terms 
of use described herein. Navigating through this website, staying on this website, creating links to it 
(URL) or to its files / services, archiving / bookmarking it, constitute acceptance of the following terms 
of use. 
1. Mission of Anti-Finter Content Manager:  
• gather and share the knowledge to end-users (LEAs, Industry, and Research/Academia) that are 
interested in relevant fields  
• frequently update the information and data during the project lifetime and beyond. 
• create new domains/topics for members to increase the awareness on specific matters 
 
2. Beginning of membership – New members 
End-users can access the KH without any registration. 
Content Managers can only be granted access by the administrator. The new content managers will 
receive registration e-mails with instructions on how to activate his or her account on KH. Participation 
to the Platform will be organised according to individual’s field and interests. Firstly, a content manager 
is put in one or more domains by the administrator, depending on the field of work and or expertise 
that they have. Content Managers will be allowed to add other topics and documentation at any time 
but will have no permission of grantin access to new content managers. In order to do so, content 
managers will be able to add new content manager upon request to administrator. However, this will 
be done on an invitation-only base. 
Membership of Anti-FinTer KH  lasts for the whole project duration unless one of the reasons for the 
ending of membership stipulated in following paragraph 3 – Ending of membership occurs. The 
membership is not transferable. 
3.  Ending of membership  
The following conditions will stipulate the ending the membership: 
In the case of legal entities upon their dissolution 
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• Termination: Following a written notice of termination to administrator, by means of a 
registered letter, a content manager will be able to – at any time – delete his/her profile without further 
requirements.  
• Withdrawal: The Administrator will be able to withdraw the membership of a Content Member 
that has violated the terms of use or rules of the KH. The member who may violate the terms of use 
will receive one message contending a warning. After receiving a notice of violation, if the Content 
Manager perpetrates another violation the member will be removed from KH. Also, if a content 
manager has not given any contribution even after a request from administrator in duration of one 
month, its membership will be terminated. The same applies to the case that an account will be inactive 
for three or more months. The above measures target to the continuous contribution / feedback and 
to the appropriate use of Anti-FinTer KH. 
4. Rights and responsibilities Members 
Content Managers will have access to the structure of the hub and all the documentation.They will be 
responsible to add content directly to the Platform, by uploading files in the respective field in the 
repository.  
5. Membership fees and coverage of costs 
Anti-Finter’s access to KH is free of any charge for either of the roles- All costs for managers 
participation are fully covered by the budget of Anti-FinTer project during the lifetime of the project. 
The membership is not transferable. 
6. The content of Anti-FinTer KH legal protection 
The content of the Website, including (indicatively and not exhaustively) texts, images, videos, etc. 
(hereafter referred to as ‘Content’) is legally protected under Intellectual Property Rights Law and the 
Anti-FinTer Consortium reserves all rights of use and ownership of the Content, all copies created based 
on it, as well as all intellectual property rights and all other property rights pertaining to it. 
Anti-FinTer Consortium makes all efforts to ensure that the information and content that appears on 
the Website is as accurate, true and up to date as possible. Under no circumstances, can the Consortium 
be held liable for any legal claims, civil or criminal or any damages (positive loss, special damage or lost 
profit) to the user / visitor of this website. 
The Anti-FinTer KH may contain links to third party websites for the sole purpose of providing 
information to the community member. The referral to those links belonging to third-party websites 
does not constitute an endorsement of their views and actions or the acceptance of the content they 
express, publish or post. Third-party owners of the websites/responsible under the law- are solely 
responsible for the content of their websites or for any damage that may result from their use when a 
community member gains access to them. 
Content Managers make all efforts to ensure the proper function of the KH, but can not guarantee that 
the Content will be uninterrupted or error-free, free from viruses, malicious software or other similar 
elements. 
The use of the Anti-FinTer must be conducted solely under legitimate purposes and in a manner that 
does not restrict or impede its use by third parties. Content Managers are obligated to use it in 
accordance with the law and the present terms of use. Content Managers shall not commit any acts or 
omissions that may cause damage or malfunction. 
The terms and conditions of use of the KH, as well as any amendment thereof, are governed by and 
supplemented by national and European law and the applicable international treaties. Any provision of 
these terms which is found to be against the above legal framework or is rendered invalid ceases to be 
valid and enforceable and shall be withdrawn from the present terms, without in any way undermining 
the validity of the remaining terms. 
3.Privacy Policy-Protection of Personal Data 
General : 
Anti-FinTer Consortium/ Community agrees with the spirit and principles of the Data Protection 
legislation and specifically with the EU General Data Protection Regulation (GDPR). 
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These privacy terms may be reviewed and updated at any time and without further notice. Users are 
kindly requested to check these terms regularly in order to keep track of any changes, as the continuous 
use of the website implies full acceptance of any possible modifications. 
Data collected/processed by the Content Managers and Administrator 
The Information which is Provided to KH: 
As a Content Manager signs via email, the information that is required is: First and last name, email 
address, Legal Address, a password, Phone, job title, company name or organization. That data is 
gathered by submission forms at the creation of a new user account (registration forms).  
Anti-FinTer Consortium shall file such data in electronic files and / or databases in full compliance with 
data protection legislation, including security and confidentiality requirements based on principles of 
good practice, proportionality and transparency regarding processing. 
The information will be stored according to the Data Protection Declaration of Wordpress:   
https://anti-finter.eu/privacy-policy/ 
Use of Cookies: 
Cookies are data files that are transferred from a web server to the Website visitor's computer, in order 
to keep statistics. Cookies are an industry standard used by most websites to facilitate the user's 
repeated access to a website and its use through the personalisation of the service provided as they 
can store the personal choices of the user. Cookies are not harmful to the user's computer system or 
its files, and apart from the user himself, only the website from which a particular cookie has been 
transferred to his or her computer can read, modify it or delete it. If the user / visitor does not wish his 
or her information to be collected through cookies, he or she can use the settings available to most 
web browsers with which they can delete existing cookies and choose to either automatically reject 
future cookies or to decide on the rejection or acceptance of every particular cookie of the Website to 
their computer. It should be noted, however, that discarding cookies may result in making it more 
difficult or impossible to use certain parts of the Website, and / or that there is a change in its intended 
appearance and operation, as a permanent connection will be required.  
The legal basis on which the Anti-FinTer Consortium uses the personal data Anti-FinTer Consortium 
processes personal data: 
• To comply with a legal obligation;  
• Since the processing is necessary for the purposes of the Consortium’s legitimate interests (such as 
research funded by EU); 
• Based on consent of the user / visitor when submitting registration and/or communication forms 
Data retention: 
The users’ personal data is retained only for as long it is necessary for the above purposes, as described 
in detail, or for as long it may be required by a legal obligation. 
Recipients of the Data  
Data recipients for elements that the Anti-FinTer Consortium is obligated or entitled by law, contract, 
judgement and regulatory decision to notify may be: public and independent administrative authorities, 
judicial authorities and public officials. 
Anti-FinTer Consortium shall not disclose, assign, exchange, grant or otherwise dispose, without the 
consent of the user / visitor, to third parties, natural or legal persons, personal data other than the 
cases mentioned above within the scope of national laws provisions and the Anti-FinTer Consortium 
which consists of the following partners: 
1. AIT AUSTRIAN INSTITUTE OF TECHNOLOGY GMBH  
2. IDRYMA TECHNOLOGIAS KAI EREVNAS  
3. FUNDACION CENTRO DE TECNOLOGIAS DE INTERACCION VISUAL Y COMUNICACIONES      

VICOMTECH  
4. IANUS CONSULTING LTD  
5. CFLW CYBER STRATEGIE BV 
6. UNIVERSITY OF LIMERICK 
7. FINANSINIU NUSIKALTIMU TYRIMO TARNYBA PRIE VIDAUS REIKALU MINISTERIJOS 
8. AGENCIA ESTATAL DE ADMINISTRACION TRIBUTARIA 
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10. Ministério Da Justiça  
11. GLAVNA DIREKTSIA BORBA S ORGANIZARANATA PRESTUPNOST  
 
Rights regarding personal data 
The user has the right to request information from the Anti-FinTer Consortium on how the latter uses 
his/her information and request the deletion of information he/she may have sent to the Anti-FinTer 
Consortium. He/she may at any time request the deletion of individual information or the total amount 
of information concerning them. 
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ANNEX III – USER MANUAL 

 
In the following figures, the Graphical User interfaces (GUI) is presented and shortly described.  
 
Administrator 
 

 
Figure 2: Administrator Page 

 
In Figure 2: Administrator PageFigure 2 the dashboard of BetterDocs plugin, as seen logged as 
administrator, is presented. Administrator can have access to everything that is “on”  the website (pages, 
media, plugins, settings). On the left menu it can be seen that the administrator has access to more aspects 
in comaprison to the non administrators view (Figure 4). 
 

 
Figure 3: Sign in  

Both administrators and non administraros sign in via the same link:  
https://anti-finter.eu/admin using different creddentials. 
  

https://anti-finter.eu/admin
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Content Manager 

 
 

Figure 4: KH Dashboard for non Administrators 

In comparison to Figure 2, in Figure 4 the limited access of a non-Administrator can be seen.  The 
access permissions of non Administrators are limited. 
 

 
Figure 5: Categorization 

The “tree” structure of all gathered information is presented. All the knowledge will be categorized per 
domain and topic.The categories defined here are not the final ones and will be redifined as the project 
progresses. 
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Figure 6: Add/Delete/Edit Content 

Content can be edited and deleted by the content creators. 
 
 
End-User 

Figure 7: Main Page 

The page the end-users view after visiting KH link is presented in figure above.  
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Figure 8: Search 
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